A robust fault detection scheme is developed for networked control systems (NCSs) with limited quality of services (QoS), such as network-induced time delay, data dropout, and error sequence. An augmented Markov jump systems (MJSs) model is constructed, based on which a robust fault detection filter is designed. Such a design solved by using Ricatti inequality can guarantee that the error dynamic system is stochastic stable and the residual is sensitive to the fault. A numerical example and an aircraft application simulation study are provided to verify the effectiveness of the proposed method.
method for NCSs was proposed in [6] . An improved analysis and synthesis approach for NCSs with non-ideal network quality of services was proposed in [8] . Recently, many theoretical research results have been received in the field of fault diagnosis and fault tolerant control of NCSs. The fault detection filter was designed based on the theory of H ∞ filter in [13] etc. The Takagi-Surgeon (T-S) model is represented a NCS with different networked-induced delays, then the parity equation and fuzzy-observer-based approaches were developed in [14] . Fault detection of NCSs with missing measurements in [15] , but without considering networkedinduced delay. A T-S fuzzy model is established in [16] . By constructing a Lyapunov function which depends both on mode information and fuzzy basis functions, the reciprocally convex approach is used to derive the criterion which is able to ensure the stochastic stability with a predefined l 2 -l ∞ performance of the resulting closed-loop system. As for nonlinear Markov jump systems with unreliable communication links, a T-S fuzzy model through corresponding fuzzy rules is developed in [17] . A logarithmic quantizer is applied to quantize the control signals before exerting to the network. The problem of the packet dropout is handled by a designed compensation strategy. The stochastic stability and the whole signals of the closed-loop system are guaranteed by a novel Lyapunov function. The references of [16] and [17] provide the powerful way to cope with the problem of NCSs. Based on LMIs, fault detection of NCSs with the limited network QoS (networked-induced delay, data dropout, error sequence) was discussed in [18] , [19] , in which the MJSs model was proposed. The network-induced delay was modeled as a Markov jump system, and then the stability analysis and design of the fault detection filter were studied based on Ricatti equality in [20] .
Although fault diagnosis of NCSs has received many results, the study on FD taking into account the networkinduced time delay, data dropout, error sequence and so on is rare. Based on [18] , [19] , FD with limited QoS is studied by making use of Ricatti inequalities in this paper. Although there maybe conserved, but it has good robustness to the disturbance and has good sensitivity to the fault. The main contributions of this paper are highlighted as follows:
• To achieve a good robustness to the disturbance and a good sensitivity to the fault, we design FD with limited QoS by making use of Ricatti inequalities to guarantee that the error dynamics is mean square stable and the residual is sensitive to the fault.
• A robust fault detection filter is designed based on an augmented MJSs model of NCSs (sensors are clockdriven, the controller and the actuators are event-driven). Such FD can deal with network-induced time delay, data dropout, and error sequence. This paper is organized as follows. In Section 2, a mathematical model of NCSs is proposed. In section 3, the robust fault detection filter is designed with consideration of nonideal network. The fault detection sensitivity is discussed in section 4. A numerical example and an aircraft application is presented to verify the effectiveness of the proposed method in Section 5. Some concluding remarks are in section 6.
II. NETWORKED CONTROL SYSTEM MODELING
Consider the following NCSs described bẏ
where x ∈ R n is the state vector, u ∈ R m is the control input vector, y ∈ R r is the measurement output. A, B, C, D, E 1 and E 2 are constant matrices with appropriate dimensions.
The unknown fault f ∈ R q can be regarded as process fault or actuator fault. The unknown disturbance w ∈ R d includes model uncertainties and external disturbance. For convenient analysis and design, similar to the works [18] , [19] , we suppose: (1) The sensors are clockdriven, the controller and the actuators are event-driven;
(2) Data is transmitted with a single-pack; (3) The real input is a piece constant function realized by a zero-order hold. The time stamping technique is applied to choose the latest message.
From the above assumptions, u(t) can be expressed as
where i + ∈ Z + some integers, h denotes the sampling period. η k is the time from the instant i k T when sensors sample from the plant to the instant when the actuators send control actions to the plant. T denotes the sampling instant.
Since i k h = t − (t − i k h), define η(t) = t − i k h, then NCS can be rewritten aṡ
From the definition of η(t), η(t) ≤ sup[(i k+1 − i k )h + η k+1 ] ≤ lh (l is a positive integer), integration of (3) over a sampling period [kh, (k + 1)h] yields
Assume that the filter is embedded into the control system over network, i.e., it's networked-based filter. The signals are transmitted over network in NCSs. There is the number i ∈ {0, 1, · · · , l} possible delay. Therefore, the system output y i k obtained in network-based filter can be expressed as
With the i-mode from the instant j k T , the state equation becomes
where η k is a stochastic variable to determine the size of the occurred η(t) at time k. δ(·, ·) is Kronecker delta to describe the mode switch of the markov chain, i.e.,
Similar to [14] , [15] , suppose that [η k ] is a discrete homogeneous Markov chain taking values in the finite state space := {0, 1, 2, · · · , l}, and the stationary transition probabil-
In order to analyze conveniently, define the augment matrix
T and then (6) becomes to the following MJSs
where the matrix A i is given in (12) , as shown at the top of this page, B i , E 1 , D are given in (13) , as shown at the top of this page, and C i is given in (14) , as shown at the top of this page, respectively.
III. FAULT DETECTION FILTER DESIGN
In order to detect the fault of NCSs, the filter is designed as followsẑ
whereẑ(k) ∈ R n is the augmented state estimation vector, K i is the filter's gain to be determined later. Letting the filter error being e(k) = z(k) −ẑ(k), the error dynamic equation can be written as
The residual ε(k) is defined as
where S is a suitable weighting matrix designed to assure isolability properties. (17) and (18) can be rewritten as
The main purpose of this paper is to design an H ∞ filter to achieve desired performances. Similar to the work [21] , the problem of an H ∞ fault detection filter design can be described as: given the system (11) and the detection filter (15) , K i makes the following conditions hold:
(1) For all i = 1, · · · , l, system (11) with w(k) = 0, f (k) = 0, the filter equation (15) is convergence, that is, the filter error is mean square stable.
(2) Given a scalar γ > 0, the following inequality holds for any non-zero w(k),
which is equivalent to
where
(3) Given a scalar β > 0, the following inequality holds for any non-zero f (k),
The following Theorem 1 guarantees the filter (15) is convergence when Ricatti inequalities hold and the disturbance satisfies the constraints (16) .
Theorem 1: Given a scalar γ > 0, if there exist symmetric positive definite matrices P i , i = 1, · · · , l with appropriate dimensions, such that the following Ricatti inequalities holds
whereP i = l j=1 p ij P j , for any i = 1, · · · , l, the error system (19) is convergence. Besides the residual ε(k), containing the norm of error e, satisfies the constraints (21) .
Proof: Letting f (k) = 0, the error dynamic system becomes
Construct a stochastic Lyapunov functional candidate as V (e(k)) = e T (k)P i e(k).
Then, the derivative of the Lyapunov function along the error system (26) becomes
When e(k) = 0, we have E{V (e(k + 1))} − V (e(k)) < 0. Then, the error system (26)-(27) is mean square stable.
Next, we prove the condition (21) .
According to moving items, one has
Then, one has
From k = 0 adds to ∞, and set
The proof is completed.
IV. THE FAULT DETECTION SENSITIVITY
In this section, we discuss two issues on the fault detection sensitivity, including the case with no disturbance and the case with the disturbance.
A. FAULT DETECTION WITH NO DISTURBANCE
In this subsection, the fault detection filter with disturbance w(k) = 0 is discussed, that is, the following inequality holds
where β denotes the sensitivity of the fault detection filter with disturbance w(k) = 0. With the greater β, the filter is more sensitive to the fault. When w(k) = 0, the error dynamic system becomes
Theorem 2: Given a scalar β > 0, if there exist symmetric positive definite matrices P i , i = 1, · · · , l with appropriate dimensions, such that the following Ricatti inequalities hold
whereP i = l j=1 p ij P j , for any i = 1, 2, · · · , l, the error system (19) with w(k) = 0, f (k) = 0 is convergence and the H ∞ norm of the error e satisfies the constraints (23) . Proof: Construct a stochastic Lyapunov functional candidate as V (e(k)) = e T (k)P i e(k). Then, the derivative of the Lyapunov function along the error system (26) becomes
Thus, when e(k) = 0, we have E{V (e(k + 1))} − V (e(k)) < 0 and the error system (36) is mean square stable.
Next, we prove the condition ε(k) E [0,∞] ≤ β f (k) [0,∞] .
With the help of e(k + 1) = A i e(k) + E i f (k) +Dω(k), one has the following equation:
Then, under the assumption that ω(k) = 0, combining with Theorem 1, one has
Similarly, one has
Further, we have
Thus, one has ∞ k=0 P i (k + 1)
According to x(0) = 0, V (e(k)) ≥ 0, we have
B. THE FAULT DETECTION WITH DISTURBANCE
The next discussion is on the sensitivity to fault of the filter, the worst-case of which is measured by scalars γ and β. V (e(k)) = e T (k)P i e(k).
(51)
According to (19) and (20) , one has the following equation
Both sides of (25) plus and minus the following items at the same time
Further, based on Theorem 1 and Theorem 2, we have
If f (k) satisfies (50), we have ε E [0,∞] > γ w [0,∞] , i.e., the fault occurs.
Remark 1: To reduce the false alarm rate, we use threshold selector to evaluate the residual. The H ∞ norm of the residual ε(k) is chosen as the residual evaluation function:
If w is bounded, that is w [0,∞] ≤ w 0 , and the filter satisfies the sensitivity to w(k), then the detection threshold can be set to T r = γ w 0 .
The decision is made based on the following rule:
From (55), we know that the threshold T r is related with the performance index γ . According to Theorem 1, γ is used as a measurement of the disturbance impact on the fault detection filter under fault-free condition. The smaller γ , the better robustness to the disturbance of the fault detection filter to the disturbances.
V. SIMULATION EXAMPLES A. A NUMERICAL EXAMPLE
To verify the validity of the proposed method, we consider the model of NCSs (1) with the following parameters:
Assume that the sampling period of the NCSs is 0.01 second, the state space of the Markov chain is := {0, 1, 2}. By a simple calculation, the MJSs model can be obtained as (11) with the following parameters: and the globally optimal variable t opt = −0.1595, the following Fig.1 is simulation diagrams of the system. As shown in Fig.1 , f represents the fault signal.f denotes the estimation result. The estimation error is seen inf e of Fig.1 . When the fault occurs in 10th second, the filter designed in this paper can respond quickly and track the fault signal f within 2.5 seconds. The tracking error indicates the good performance of the FD designed in this paper, with good rapidity and accuracy.
B. A PRACTICAL EXAMPLE
In the vertical motion of an aircraft, the sensor measurements required by the controller are pitch rate q, true airspeed V tas , angle of attack α, pitch angle θ , the inputs are angle of elevator δ e and Trust T . The linearized model is given in [23] : 
The comparison between the designed FD in this paper and the NDO (nonlinear disturbance observer) [24] is delivered in the following simulation results. As shown in Fig.2 , f denotes the fault of NCS.f 1 represents the estimated results of the FD designed in this paper.f 1 is the simulation results by NDO (nonlinear disturbance observer).f e1 andf e2 are the tracking errors by the FD provided in this paper and the NDO. By compare the estimated effect, FD developed in this paper with is fast and accurate, shown inf 1 andf 2 of Fig.2 .
VI. CONCLUSION
This paper is concerned with the problem of the fault detection for NCSs with limited QoS, such as network-induced time delay, data dropout, and error sequence. We have developed an augmented MJSs model. Then, a robust fault detection filter is designed by using the classic Ricatti inequality to guarantee that the error dynamic system is mean square stable and the residual is sensitive to the fault. Also, a numerical example is provided to show the effectiveness of the proposed method.
In the future work, because of the characteristics of NCSs, such as network-induced time delay, data dropout, error sequence, the adaptive technology, machine learning and event trigger technology will be applied to designed the new adaptive FD for NCSs, aiming to reduce the dependence on the established model and improve the performance of the designed FD.
